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THE WHITE HOUSE

WASHINGTON

My fellow Americans,

More than 6 years after the attacks of September 11, 2001, we remain at war with adversar-
ies who are committed to destroying our people, our freedom, and our way of life. In the
midst of this conflict, our Nation also has endured one of the worst natural disasters in our
history, Hurricane Katrina. As we face the dual challenges of preventing terrorist attacks in
the Homeland and strengthening our Nation’s preparedness for both natural and man-made
disasters, our most solemn duty is to protect the American people. The National Strategy for
Homeland Security serves as our guide to leverage America’s talents and resources to meet this
obligation.

Despite grave challenges, we also have seen great accomplishments. Working with our part-
ners and allies, we have broken up terrorist cells, disrupted attacks, and saved American lives.
Although our enemies have not been idle, they have not succeeded in launching another attack
on our soil in over 6 years due to the bravery and diligence of many.

Just as our vision of homeland security has evolved as we have made progress in the War on
Terror, we also have learned from the tragedy of Hurricane Katrina. We witnessed countless
acts of courage and kindness in the aftermath of that storm, but I, like most Americans, was
not satisfied with the Federal response. We have applied the lessons of Katrina to this Strategy
to make sure that America is safer, stronger, and better prepared.

To best protect the American people, homeland security must be a responsibility shared across
our entire Nation. As we further develop a national culture of preparedness, our local, Tribal,
State, and Federal governments, faith-based and community organizations, and businesses
must be partners in securing the Homeland.

This Strategy also calls on each of you. Every one of us should develop our own personal
and family readiness plans to help protect us in the event of a natural or man-made disaster,
enabling emergency responders and resources to be focused on those in greatest need.

Many of the threats we face - pandemic diseases, the proliferation of weapons of mass destruc-
tion, terrorism, and natural disasters — also demand multinational effort and cooperation. To
this end, we have strengthened our homeland security through foreign partnerships, and we
are committed to expanding and increasing our layers of defense, which extend well beyond
our borders, by seeking further cooperation with our international partners.

As we secure the Homeland, however, we cannot simply rely on defensive approaches and
well-planned response and recovery measures. We recognize that our efforts also must involve
offense at home and abroad. We will disrupt the enemy’s plans and diminish the impact of
future disasters through measures that enhance the resilience of our economy and critical
infrastructure before an incident occurs.



Today, our Nation is safer, but we are not yet safe. Since September 11,2001, we have made great
progress in confronting new challenges and refining our approach to homeland security. As
acknowledged in 2002 in the first National Strategy for Homeland Security, we will not achieve
all of our goals overnight, but we will achieve them. By the very nature of this struggle, many
of our victories will be unheralded and achieved in silence.

Despite the difficult challenges ahead, we will fulfill our responsibility to safeguard America
just as generations of Americans have before us. Together, guided by this National Strategy for
Homeland Security, we will continue working to protect our families and communities, our
liberty, and our way of life.

GEORGE W. BUSH
THE WHITE HOUSE
October 5, 2007
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OVERVIEW OF AMERICA’S
NATIONAL STRATEGY FOR HOMELAND SECURITY

and destroying our way of life. The lives and livelihoods of the American people

also remain at risk from natural catastrophes, including naturally occurring infec-
tious diseases and hazards such as hurricanes and earthquakes, and man-made accidents.
Our National Strategy for Homeland Security recognizes that while we must continue to focus
on the persistent and evolving terrorist threat, we also must address the full range of potential
catastrophic events, including man-made and natural disasters, due to their implications for
homeland security.

g merica is at war with terrorist enemies who are intent on attacking our Homeland

The purpose of our Strategy is to guide, organize, and unify our Nation’s homeland security
efforts. It provides a common framework by which our entire Nation should focus its efforts
on the following four goals:

* Prevent and disrupt terrorist attacks;

* Protect the American people, our critical infrastructure, and key resources;
* Respond to and recover from incidents that do occur; and

* Continue to strengthen the foundation to ensure our long-term success.

While the first three goals help to organize our national efforts, the last goal entails creat-
ing and transforming our homeland security principles, systems, structures, and institutions.
This includes applying a comprehensive approach to risk management, building a culture of
preparedness, developing a comprehensive Homeland Security Management System, improv-
ing incident management, better utilizing science and technology, and leveraging all instru-
ments of national power and influence.

Homeland security requires a truly national effort, with shared goals and responsibilities for
protecting and defending the Homeland. Our Strategy leverages the unique strengths and
capabilities of all levels of government, the private and non-profit sectors, communities, and
individual citizens. Mindful that many of the threats we face do not recognize geographic
boundaries, we also will continue to work closely with our international partners throughout
the world.

This updated Strategy, which builds directly from the first National Strategy for Homeland
Security issued in July 2002, reflects our increased understanding of the terrorist threats con-
fronting the United States today, incorporates lessons learned from exercises and real-world
catastrophes — including Hurricane Katrina — and proposes new initiatives and approaches
that will enable the Nation to achieve our homeland security objectives. This Strategy also
complements both the National Security Strategy issued in March 2006 and the National Strat-
egy for Combating Terrorism issued in September 2006.

Our first and most solemn obligation is to protect the American people. The National Strategy
for Homeland Security will guide our Nation as we honor this commitment and achieve a more
secure Homeland that sustains our way of life as a free, prosperous, and welcoming America.
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ToDAY’S REALITIES IN HOMELAND SECURITY

EVOLUTION OF THE PARADIGM

he terrorist attacks on September 11, 2001, were acts of war against the United States

and the principles of freedom, opportunity, and openness that define the American

way of life. The severity and magnitude of the attacks were unprecedented, and that
dark day became a watershed event in the Nation’s approach to protecting and defending the
lives and livelihoods of the American people.

Despite previous acts of terror on our Nation’s soil - most
notably the 1993 attack on the World Trade Center and || Homeland Security Defined
the 1995 bombing of the Alfred P. Murrah Federal Build- [ 0 meland se e
ing in Oklahoma City ~ homeland security before Sep- || certed national effort to prevent
tember 11 existed as a patchwork of efforts undertaken || terrorist attacks within the United
by disparate departments and agencies across all levels || States, reduce America’s vulner-
of government. While segments of our law enforcement || ability to terrorism, and minimize
and intelligence communities, along with our armed the damage and recover from

. . attacks that do occur.
forces, assessed and prepared to act against terrorism
and other significant threats to the United States, we
lacked a unifying vision, a cohesive strategic approach, and the necessary institutions within
government to secure the Homeland against terrorism.

The shock of September 11 transformed our thinking. In the immediate aftermath of history’s
deadliest international terrorist attack, we developed a homeland security strategy based on a
concerted national effort to prevent terrorist attacks within the United States, reduce America’s
vulnerability to terrorism, and minimize the damage and recover from attacks that do occur.
In order to help implement that strategy, we enhanced our homeland security and counterter-
rorism architecture at the Federal, State, local, Tribal, and community levels.

Our understanding of homeland security continued to evolve after September 11, adapting
to new realities and threats. As we waged the War on Terror both at home and abroad, our
Nation endured Hurricane Katrina, the most destructive natural disaster in U.S. history. The
human suffering and staggering physical destruction caused by Katrina were a reminder that
threats come not only from terrorism, but also from nature. Indeed, certain non-terrorist
events that reach catastrophic levels can have significant implications for homeland security.
The resulting national consequences and possible cascading effects from these events might
present potential or perceived vulnerabilities that could be exploited, possibly eroding citizens’
confidence in our Nation’s government and ultimately increasing our vulnerability to attack.
This Strategy therefore recognizes that effective preparation for catastrophic natural disasters
and man-made disasters, while not homeland security per se, can nevertheless increase the
security of the Homeland.
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SHARED RESPONSIBILITY

Throughout the evolution of our homeland security paradigm, one feature most essential to
our success has endured: the notion that homeland security is a shared responsibility built
upon a foundation of partnerships. Federal, State, local, and Tribal governments, the pri-
vate and non-profit sectors, communities, and individual citizens all share common goals and

responsibilities — as well as accountability - for protecting and defending the Homeland.

The Federal Government as a united whole -
and not simply one or two departments or agen-
cies — has a critical role in homeland security
and leads in those areas where it has a constitu-
tional mandate or where it possesses the unique
capabilities to address the most catastrophic or
consequential scenarios. Those areas include,
for example, border security; intelligence mis-
sions; and detecting, tracking, and rendering
safe weapons of mass destruction (WMD). The
Federal Government also is responsible for
developing national strategies as well as pro-
mulgating best practices, national standards

State and Local Governments

This Strategy defines “State” to mean any
State of the United States, the District of
Columbia, Puerto Rico, the Virgin Islands,
Guam, American Samoa, the Common-
wealth of the Northern Mariana Islands,

or the trust territory of the Pacific Islands.
This Strategy also defines “local govern-
ment” as any county, city, village, town,
district, or other political subdivision of any
State, and includes any rural community or
unincorporated town or village or any other
public entity for which an application for

assistance is made by a State or political

for homeland security, and national plans, as >Lall
subdivision thereof.

appropriate. It also uses targeted funding based
on a risk management approach to help ensure
that homeland security partners are capable of working together effectively and efficiently - in
a truly national effort.

America’s constitutional foundations of federalism and limited government place significant
trust and responsibility in the capabilities of State and local governments to help protect the
American people. State, local, and Tribal governments, which best understand their com-
munities and the unique requirements of their citizens, provide our first response to inci-
dents through law enforcement, fire, public health, and emergency medical services. They
will always play a prominent, frontline role in helping to prevent terrorist attacks as well as in
preparing for and responding to a range of natural and man-made emergencies.

The private and non-profit sectors also must be full partners in homeland security. As the
country’s principal providers of goods and services, and the owners or operators of approxi-
mately 85 percent of the Nation’s critical infrastructure, businesses have both an interest in
and a responsibility for ensuring their own security. The private sector plays key roles in areas
as diverse as supply chain security, critical infrastructure protection, and research and devel-
opment in science, technology, and other innovations that will help secure the Homeland.
The non-profit sector, including volunteer and relief groups and faith-based organizations,
provides important support services for the Nation, including meals and shelter, counseling,
and compassion and comfort to Americans, particularly in the aftermath of an incident.

In order to complete this truly national effort, we also must encourage and draw upon an
informed and active citizenry. For instance, citizens should each understand what to do if
they observe suspicious behavior in their community and what to do in the event of an attack
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or natural disaster — this will reduce the threat to lives and property as well as the burden on
emergency managers and first responders.

Partnerships in homeland security also extend beyond our Nation’s borders. International
cooperation continues to be an enduring feature of our approach to terrorism and violent
extremism, infectious diseases, and other threats that transcend jurisdictional and geographic
boundaries. The United States will continue to develop and strengthen foreign partnerships
and the homeland security capabilities of our friends and allies. Security at home ultimately
is related to security abroad: as partners protect and defend their homelands, the security of
our own Homeland increases.

PROGRESS IN HOMELAND SECURITY AND BEYOND

We recognize that to the American people, progress should be measured not simply in terms
of published plans or increased budgets; rather, it must be measured by the results that we
achieve. Since September 11, we have made extraordinary progress, with most of our impor-
tant successes in the War on Terror and in the full range of homeland security activities having
been achieved through effective national and international partnerships. Our work, however,
is far from over.

* We have greatly increased worldwide counterterrorism efforts since September 11, which
has constrained the ability of al-Qaida to attack the Homeland and hasled terrorist groups
to find that the Homeland is a harder target to strike. These measures have helped dis-
rupt multiple potentially deadly plots against the United States since September 11.

* We have instituted an active, multi-layered approach to securing the Homeland that inte-
grates the capabilities of local, Tribal, State, and Federal governments, as well as those of
the private and non-profit sectors, in order to secure the land, maritime, air, space, and
cyber domains.

* We have made our borders more secure and developed an effective system of layered
defense by strengthening the screening of people and goods overseas and by tracking and
disrupting the international travel of terrorists.

* We have strengthened our ability to protect the American people by enhancing our home-
land security and counterterrorism architecture through the creation of the Department
of Homeland Security, the Office of the Director of National Intelligence, the Homeland
Security Council, the National Counterterrorism Center, and U.S. Northern Command,
a Department of Defense combatant command focused on homeland defense and civil
support.

* The Federal Bureau of Investigation (FBI) and the Department of Justice (DOJ) have
made the prevention of terrorist attacks their highest priority, as evidenced by the cre-
ation of the FBI's new National Security Branch and DOJ’s new National Security Divi-
sion. We also have more effectively leveraged State, local, and Tribal law enforcement
efforts as part of our national homeland security enterprise.

* Through the targeted risk-based delivery of Federal grant funding and technical assis-
tance, we have enhanced State, local, and Tribal homeland security training and equip-
ment, emergency management capabilities, and the interoperability of communications.
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We have taken a series of historic steps to address biological threats, both deliberate
and natural. These steps include unprecedented efforts to develop and procure medi-
cal countermeasures against bioterrorism and pandemic threats, improve capabilities for
the detection of and response to biological attacks, and support State, local, and Tribal
preparedness efforts through funding and explicit guidance.

We have worked with the Congress to create, implement, and renew key legal reforms -
such as the USA PATRIOT Act, the Intelligence Reform and Terrorism Prevention Act of
2004, and the Protect America Act of 2007 — which promote security and help to imple-
ment both the 9/11 Commission and the WMD Commission recommendations while
protecting our fundamental liberties. Furthermore, with the Military Commissions Act
of 2006, the United States can prosecute captured terrorists for war crimes through full
and fair trials.

Since September 11, the Administration has worked with the Congress to establish the
Privacy and Civil Liberties Oversight Board as an integral part of the Executive Branch,
and we have further established privacy officers in departments and agencies across the
Federal Government - all to ensure that the rights of American citizens are considered
and respected in our counterterrorism efforts.

We have created a full-scale, comprehensive National Exercise Program to increase our
preparedness to respond to the consequences of terrorist attacks and natural disasters.

CHALLENGES IN HOMELAND SECURITY AND BEYOND

While America is safer, we are not yet safe. Because of determined terrorist enemies and
nature’s unyielding power, significant challenges remain, including:

The War on Terror remains a generational struggle, and our entire Nation must be
engaged and prepared to participate in this effort.

Terrorists have declared their intention to acquire and use weapons of mass destruction
(WMD) to inflict catastrophic attacks against the United States and our allies, partners,
and other interests.

Our vast land and maritime borders make it difficult to completely deny terrorists and
their weapons access to the Homeland.

The United States is not immune to the emergence of homegrown radicalization and
violent Islamic extremism.

We must counter potential waning in the sense of urgency and levels of international
cooperation as September 11 becomes a more distant memory and perceptions of the
terrorist threat diverge.

We must guard against complacency and balance the sense of optimism that is funda-
mental to the American character with the sober recognition that despite our best efforts,
future catastrophes — natural and man-made - will occur, and thus we must always remain
a prepared Nation.

Although we have substantially improved our cooperation and partnership among all
levels of government, private and non-profit sectors, communities, and individual citi-
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zens, we must continue to strengthen efforts to achieve full unity of effort through a
stronger and further integrated national approach to homeland security.

Although we have improved our ability to manage the risks that we face in the 21% cen-
tury global security environment, we must enhance our ability to measure risk in a con-
sistent and commonly accepted fashion and allocate finite resources accordingly.

We must make additional reforms to the Foreign Intelligence Surveillance Act (FISA)
and ensure that the statute is permanently amended so that our intelligence professionals
continue to have the legal tools they need to gather information about the intentions of
our enemies while protecting the civil liberties of Americans.

While our information sharing capabilities have improved significantly, substantial
obstacles remain. We must continue to break down information barriers among Federal,
State, local, and Tribal partners and the private sector.

The Congress must better align its oversight and committee structure in order to reflect
the need for streamlined and effective legislative action that supports a unified approach
to securing the Nation.
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TopAY’S THREAT ENVIRONMENT

ur Nation faces complex and dynamic threats from terrorism. In addition, other

threats from catastrophic events — including natural disasters, accidents, and other

hazards - exist and must be addressed. We will continue to advance our understand-
ing of these threats so we are better able to safeguard the American people.

TERRORISM

Despite concerted worldwide efforts in the aftermath of September 11 that have disrupted ter-
rorist plots and constrained al-Qaida’s ability to strike the Homeland, the United States faces
a persistent and evolving terrorist threat, primarily from violent Islamic terrorist groups and
cells.

Currently, the most serious and dangerous manifestation of this threat remains al-Qaida,
which is driven by an undiminished strategic intent to attack our Homeland. Although earlier
efforts in the War on Terror deprived al-Qaida of its safe haven in Afghanistan and degraded
its network by capturing or killing most of those responsible for September 11, the group has
protected its top leadership, replenished operational lieutenants, and regenerated a safe haven
in Pakistan’s Federally Administered Tribal Areas — core capabilities that would help facilitate
another attack on the Homeland.

Al-Qaida likely will continue to enhance its ability to attack America through greater coop-
eration with regional terrorist groups, particularly al-Qaida in Iraq - currently the group’s
most visible and capable affiliate and the only one known to have expressed a desire to attack
us here. Moreover, although we have discovered only a handful of individuals in the United
States with ties to al-Qaida senior leadership, the group likely will intensity its efforts to place
operatives here in the Homeland. We also must never lose sight of al-Qaida’s persistent desire
for weapons of mass destruction, as the group continues to try to acquire and use chemical,
biological, radiological, or nuclear material.

In addition to al-Qaida, a host of other groups and individuals also use terror and violence
against the innocent in pursuit of their objectives and pose potential threats to the security of
the United States. These include Lebanese Hizballah, which has conducted anti-U.S. attacks
outside the United States and, prior to September 11, was responsible for more American
deaths than any other terrorist organization. Hizballah may increasingly consider attacking
the Homeland if it perceives the United States as posing a direct threat to the group or Iran,
its principal sponsor.

The United States also is not immune to the emergence of homegrown radicalization and
violent Islamic extremism within its borders. The arrest and prosecution inside the United
States of a small number of violent Islamic extremists points to the possibility that others
in the Homeland may become sufficiently radicalized to view the use of violence within the
United States as legitimate. While our constitutional protection of freedom of religion, history
of welcoming and assimilating new immigrants, strong economic opportunities, and equal-
opportunity protections may help to mitigate the threat, drivers of radicalization still exist.
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We will continue efforts to defeat this threat by working with Muslim American communities
that stand at the forefront of this fight.

The terrorist threat to the Homeland is not restricted to violent Islamic extremist groups. We
also confront an ongoing threat posed by domestic terrorists based and operating strictly within
the United States. Often referred to as “single-issue” groups, they include white supremacist
groups, animal rights extremists, and eco-terrorist groups, among others.

CATASTROPHIC NATURAL DISASTERS

Our National Strategy for Homeland Security recognizes that the lives and livelihoods of the
American people also are at risk from natural catastrophes. Our vast Nation, with its varied
population, geography, and landscape, will continue to endure a range of natural hazards and
disasters.

Naturally occurring infectious diseases pose a significant and ongoing hazard. Increasing
human contact with domesticated and wild animals (from which many human diseases
emerge), the growing speed and volume of global travel and commerce, and a decline in the
development of new infectious disease therapeutics complicate this challenge. In 2003, Severe
Acute Respiratory Syndrome (SARS) demonstrated the potential for a global impact of a novel
infectious disease. Originating in rural China, SARS resulted in more than 8,000 infections
and 800 deaths worldwide and significant economic and social disruptions. The emergence of
another novel disease without a known countermeasure, or a new influenza pandemic, could
have dramatically greater consequences. Influenza pandemics have occurred intermittently
over the centuries. The last three pandemics — in 1918, 1957, and 1968 - killed approximately
40 million, two million, and one million people worldwide, respectively. Although the timing
cannot be predicted, history and science suggest that we will face one or more pandemics in
this century.

Natural disasters also encompass a variety of meteorological and geological hazards. Hur-
ricanes, for example, account for seven of the ten most costly disasters in U.S. history, includ-
ing Hurricane Katrina - the Nation’s most destructive natural disaster. While experts differ
on the predicted intensity and frequency of future storms, history suggests the question is
not if, but when, a devastating hurricane will reach our shores again. Earthquakes also will
continue to be part of the hazard landscape. Although major advances have been achieved in
understanding and mitigating earthquake hazards, Americans in 39 States face significant risk
from earthquakes. Additionally, although each incident is often less significant than major
hurricanes and earthquakes, floods are the most frequently occurring natural disaster and the
leading cause of property damage and death from natural disasters in the Homeland over the
past century. In an average year, more than 800 tornadoes are reported nationwide, resulting
in 80 deaths and more than 1,500 injuries. In addition, wildfires remain a persistent hazard
throughout many regions of the country.

CATASTROPHIC ACCIDENTS AND OTHER HAZARDS

We also remain vulnerable to catastrophic domestic accidents involving industrial hazards
and infrastructure failures. These include the thousands of chemical spills that occur each
year with the potential for significant public health and environmental impacts. In addition,
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incidents that pose potential threats to our Nation’s critical infrastructure can lead to signifi-
cant cascading effects across multiple systems. For example, an estimated 50 million people
across eight States and the Canadian province of Ontario were left without electrical power
in August 2003 when a utility in Ohio experienced problems that began a chain reaction of
events leading to power outages lasting, in some places, several days. This incident, known as
the “Northeast Blackout of 2003,” cost roughly $6 billion and caused at least 265 power plants
to shut down.
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OUR VISION AND STRATEGY FOR HOMELAND SECURITY

earea Nation blessed with unprecedented liberty, opportunity, and openness - foun-

dations of the American way of life. Our principal terrorist enemies - al-Qaida, its

affiliates, and those inspired by them - seek to destroy this way of life. Al-Qaida’s
plotting against our Homeland, for instance, focuses on prominent political, economic, and
infrastructure targets designed to produce mass casualties, visually dramatic destruction, sig-
nificant economic damage, fear, and loss of confidence in government among our population.
Catastrophic events, including natural disasters and man-made accidents, also can produce
similar devastating consequences that require an effective and coordinated national effort.

The United States, through a concerted national effort that galvanizes the strengths and capa-
bilities of Federal, State, local, and Tribal governments; the private and non-profit sectors; and
regions, communities, and individual citizens - along with our partners in the international
community — will work to achieve a secure Homeland that sustains our way of life as a free,
prosperous, and welcoming America.

In order to realize this vision, the United States will use all instruments of national power
and influence - diplomatic, information, military, economic, financial, intelligence, and law
enforcement - to achieve our goals to prevent and disrupt terrorist attacks; protect the Ameri-
can people, critical infrastructure, and key resources; and respond to and recover from inci-
dents that do occur. We also will continue to create, strengthen, and transform the principles,
systems, structures, and institutions we need to secure our Nation over the long term.

This is our strategy for homeland security.
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PREVENT AND DISRUPT TERRORIST ATTACKS

n the aftermath of the September 11 attacks, the United States, together with partners
across the globe, has waged an unrelenting War on Terror both to hold the perpetrators
accountable and to prevent the recurrence of similar atrocities on any scale, whether at

home or abroad.

The updated National Strategy for Combating Terrorism, released in September 2006, articu-
lates our strategy for winning the War on Terror. Over the short term we are working to

prevent attacks by terrorist networks,
deny weapons of mass destruction
(WMD) to rogue states and terrorists
who seek to use them, deny terrorists
the support and sanctuary of rogue
states, and deny terrorists control of
any nation they would use as a base
and launching pad for terror. From
the beginning, however, we recog-
nized that the War on Terror is a dif-
ferent kind of war — not only a battle
of arms but also a battle of ideas.
Accordingly, we are advancing effec-
tive democracy as the antidote to the
ideology of our terrorist enemies and
the long-term solution for winning
the War on Terror.

This National Strategy for Home-
land Security is a companion to the
National Strategy for Combating Ter-
rorism, and the sections in both on
preventing and disrupting terror-
ist attacks are complementary and
mutually reinforcing. In order to
prevent and disrupt terrorist attacks
in the United States, we are work-
ing to deny terrorists and terror-
ist-related weapons and materials
entry into our country and across all
international borders, disrupt their
ability to operate within our borders,
and prevent the emergence of vio-
lent Islamic radicalization in order
to deny terrorists future recruits and
defeat homegrown extremism.

Preventing WMD Terrorism

The intent of our principal terrorist enemies to inflict
catastrophic damage on the United States, coupled
with their demonstrated contempt for human life, has
fueled their desire to acquire WMD. Among our most
important missions in denying entry to terrorists, their
weapons, and other implements of terror is to detect,
disrupt, and interdict the movement of WMD-related
materials into the Homeland. This is one objective in
our comprehensive strategy to prevent WMD terror-
ism, which is fully discussed in the National Strategy
for Combating Terrorism. By integrating the opera-
tional and intelligence efforts of all levels of govern-
ment, the private sector, and our foreign partners, and
enabled by an international framework and domestic
institutions supporting its implementation, our strat-
egy involves simultaneous action to:

* Determine terrorists’ intentions, capabilities, and
plans to develop or acquire WMD;

* Deny terrorists access to the material, expertise,
and other enabling capabilities required to develop
WMD;

¢ Deter terrorists from employing WMD;

* Detect and disrupt terrorists’ attempted movement
of WMD-related materials, weapons, and personnel;

* Prevent and respond to a WMD-related terrorist at-
tack; and

* Define the nature and source of a terrorist-employed
WMD device.

WMD in the hands of terrorists is one of the gravest
threats we face, and we cannot permit the world’s
most dangerous terrorists to threaten us with the
world’s most destructive weapons.

National Strategy for Homeland Security
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DENY TERRORISTS, THEIR WEAPONS, AND OTHER TERROR-RELATED
MATERIALS ENTRY TO THE HOMELAND

Denying our terrorist enemies the ability to travel internationally and, particularly, across and
within our borders, severely inhibits their effectiveness. By preventing terrorists and their
implements of destruction from entering the United States, we hinder their ability to identify
and surveil possible targets, conduct planning, and launch an attack within our Homeland.
Our National Strategy to Combat Terrorist Travel, National Strategy for Maritime Security,
and National Strategy for Aviation Security are helping to guide our efforts. While we have
strengthened travel and document security, improved information sharing with our domes-
tic and international partners, and enhanced the screening of all visitors and cargo to the

United States, our principal terrorist
enemies are determined to infiltrate
operatives and attack us on our soil.
They also remain adaptive, exploiting
perceived weaknesses in our dynamic
travel system and using illicit means to
circumvent our border and transporta-
tion security. We will defeat terrorists’
efforts to infiltrate our Homeland while
continuing to promote the reliable and
efficient flow of people, goods, and ser-
vices across our borders that is essential
to American openness and economic
prosperity.

* Prevent terrorist exploitation
of legitimate pathways into
the Homeland. Continuing to
strengthen our layered system
of protections that start overseas
and continue along our borders,
at our ports, on our roadways and
railways, and in our skies is fun-
damental to preventing terrorists,
their weapons, and related mate-
rials from entering our country
through exploitation of legitimate
pathways. In order to do this,
we must continue to act deliber-
ately on several fronts. A critical
component of screening people is
travel document security, because
official documents are the key
enablers for screening all people
at ports of entry. The Western
Hemisphere Travel Initiative and

Border Security and Interior Enforcement

As part of our broader effort for comprehensive im-
migration reform, we will work to further secure the
Homeland and disrupt terrorist and other criminal
activity in the United States. This includes improv-
ing our ability to detain and remove criminal and
fugitive aliens and visa violators. We will continue
to hire, train, and deploy additional Border Patrol
agents, Customs and Border Protection officers,
and Immigration and Customs Enforcement offi-
cers, as well as to build on the substantial improve
ments to the infrastructure and technology de-
ployed at our borders. Additionally, we will expand
detention bed space for aliens subject to detention
and removal.

At the same time, we will enhance interior en-
forcement efforts, including worksite enforcement
programs. Employers should be required to verify
the work eligibility of all employees, preventing il-
legal immigrants from obtaining jobs through fraud
or the use of stolen identification, including Social
Security numbers. In order to accomplish this, we
must expand the use of an electronic employment
eligibility verification system that is timely, accu-
rate, and easy for employers to use. We also will
continue to crack down on employers who know-
ingly hire illegal immigrants by applying criminal
penalties to those who circumvent the law. In
addition, we will continue to step up efforts to verify
the status of non-immigrants studying in the United
States through the Student and Exchange Visitor
Information System (SEVIS) and have appropriate
follow-up where there may be violations. Taken
together, these efforts will reinforce significantly
enhanced border and interior security and help
deny employment to those who are present in our
country illegally, including criminals and potential
terrorists.
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the REAL ID Act are additional

efforts to improve the integrity Screening People

of documents used for entry into * The REAL ID Act establishes Federal standards for
the United States. Enhancing State-issued driver’s licenses and non-driver’s identi-
international security standards fication cards.

“(hroug.h the use of biomet.rics, « Secure Flight will require airlines to submit passen-
1nclud1ng in passports and visas, ger information to DHS for flights that operate to,
has made it increasingly diffi- from, and within the United States, as well as those
cult to counterfeit travel docu- that fly over the continental United States.

ments, and we must encourage * The Student and Exchange Visitor Information
those countries not in the Visa System (SEVIS) is an internet-based system that
Waiver Program to adopt bio- is improving America’s ability to track and monitor
metric passports. In the face of foreign students and exchange visitors.
resourceful terrorists, however, [ «The United States Visitor and Immigrant Status
we must continue to expand the Indicator Technology (US-VISIT) program, when fully
US-VISIT program’s biometric implemented, will create an entry and exit system

that matches foreign travelers’ arrival and departure
records using biometrics to screen applicants for
admission to the United States.

enrollment from two finger-
prints to ten fingerprints, as well
as leverage science and technol-
ogy to enable more advanced * The Western Hemisphere Travel Initiative (WHTI)
reduces the number of identification and citizenship
documents that may be used by persons entering or
re-entering the United States, from more than 8,000

multi-modal biometric recog-
nition capabilities in the future

that use fingerprint, face, or iris documents, to a few dozen secure documents. This
data. In order to further enhance expedites document review at ports of entry while
travel document security, we combating fraudulent documents.

will continue to press our inter- || +The visa Waiver Program (VWP) enables nationals
national partners to strengthen of over two dozen countries to travel to the United
and fully enforce laws criminal- States for tourism or business for stays of 90 days
izing the counterfeiting, altera- or less without obtaining a visa.

tion, and misuse of identifica-
tion and travel documents, and
to report lost and stolen passports in a timely manner. These efforts build on the Depart-
ment of State’s screening for fraudulent passports and other documents through the visa
interview process and U.S. Customs and Border Protection’s examination of passports
and visas for evidence of fraud during the admissions process.

By improving the screening of visa applicants, we also can help control access through
ports of entry. Improved screening means enhancing our ability to more effectively
identify prospective travelers who pose security threats through improved interview
techniques, background checks, and the collection and comparison of biometrics. This
includes expanding the use of security personnel abroad who are focused on assessing
security threats and fraudulent documents used in the visa application process. It also
means that we will continue to work with our foreign partners to share terrorist watch-
lists and to ensure other relevant electronic databases are accurate, up-to-date, and well-
managed.
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Terrorists also can exploit the global

supply chains through which cargo Screening Cargo

enters the United States to smuggle * The Container Security Initiative (CSI) creates
their tools of terror, including pos- a security regime to prescreen and evaluate
sibly WMD. To counter this poten- maritime containers — before they are shipped
tial infiltration, and particularly to from foreign ports — through automated target-

ing tools, ensuring that high-risk cargo is exam-

prevent the introduction of nuclear ;
ined or scanned.

and radiological material into the
Homeland, we will continue to * The Customs-Trade Partnership Against Terror-
ism (C-TPAT) is a voluntary U.S. Customs and
Border Protection program whereby participating
) ; 0 businesses undergo a review of security proce-
ing, scanning, and detection proce- dures and adopt enhanced security measures in
dures and systems at foreign ports. order to expedite shipping.

Enhancing the Container Security

Initiative, Megaports Initiative, and

expand the type of information we
collect and improve cargo screen-

* The Megaports Initiative is a Department of En-
ergy program in which the United States collabo-

Secure Freight Initiative, among rates with foreign trade partners to enhance
other international, multilateral, and their ability to scan cargo for nuclear and other
bilateral efforts, is an important step radiological materials at major international
toward developing a more robust Seapots.-

global inspection and detection * The Secure Freight Initiative is a comprehen-
architecture for the 21st century. sive model for securing the global supply chain
We will combine these efforts with that seeks to enhance security while keeping

Strengthened interdiction measures !egitimat-e trade flowing. It leverages shipper
information, host country government partner-

for all types of cargo and all glodes ships, and trade partnerships to scan cargo
of transport to further constrain the containers bound for the United States.

mobility of terrorists, their weapons,
and other material. We also will
continue to strengthen and enhance screening, scanning, and detection capabilities at
all U.S. maritime ports and land ports of entry for cargo entering, leaving, and moving
within the country.

Additionally, in order to improve the security of international commercial systems and
supply chains, the United States will enhance the Customs-Trade Partnership Against
Terrorism to further develop public-private partnerships with the full range of partners
involved in commerce and transportation. The private sector is central to improving
security along the entire supply chain - from the factory floor to foreign vendors, at sea-
ports, and across borders. This integrated public-private partnership also will be impor-
tant in stimulating the development and implementation of best practices, risk manage-
ment approaches, and industry codes of conduct. Risk assessment is a critical element of
corporate valuations, so companies that minimize risk will be rewarded by the market.

Prevent terrorist use of illicit pathways into the Homeland. While some terrorists will
continue to exploit legitimate channels to move personnel and weapons into and within
our country, others might attempt to infiltrate our land, maritime, and air borders by
car, truck, rail, foot, boat, or aircraft. In order to disrupt the use of illicit pathways into
the Homeland, we will continue to implement an integrated system of people, technol-
ogy, and tactical infrastructure through the Secure Border Initiative to detect, identity,
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respond to, and resolve illegal entry attempts at our land borders. We also will enhance
and improve the coordination of surveillance of watercraft and general aviation. We will
work with our neighbors and international partners to shrink the illicit travel networks
used by human smugglers, narco-traffickers, and other transnational criminals whose
activities foster continued exploitation of our borders.

DISRUPT TERRORISTS AND THEIR CAPACITY TO OPERATE
IN THE UNITED STATES

The United States and our partners and allies are attacking terrorists and their networks in a
campaign of direct and continuous action to deny them what they need to operate and survive
overseas. We are on the offense at home, too - taking the fight to an enemy that